Abstract-Nowadays mobile phones are used all over the world for the communication purposes. The capabilities of these devices are improved during the past few years. Due to their capabilities, mobile devices are used broadly in criminal activities especially in cybercrime. The volatile data stored in mobile phones usually contain important evidences regarding the crime. However, collecting these volatile data in a forensically sound manner would not be easy. This paper proposes a new approach for acquiring the volatile data inside a mobile phone in a forensically sound manner that minimizes the chance of evidence modification or lost.
INTRODUCTION
While investigating criminal acts in digital world that involve mobile phones, the investigation of mobile devices raise some problems that are not addressed properly in the current mobile forensic investigation procedures [1] . The functionality and features of new generation of mobile phones allow these devices to match the capabilities of a small computer. Nowadays, evolution of nanotechnology allows the implantation of dual-core processors into mobile devices which provides these devices with a computational power that no mobile phone has ever had before [2] . With the aid of this computational power mobile devices can perform the same tasks that a normal PC carries out. These new mobile phones that perform almost like a computer are called Smartphone and contain a CPU which provides the computational power, RAM, Flash Memory and a Battery to maintain the power [1] .
Because of their amplified power, the mobile phones play important role in digital crimes that makes forensics investigators to develop series of investigation procedures for forensically sound investigation of these devices. However, mobile phones are produced in different models from various manufacturers which create lots of difficulties in developing a global procedure for investigation of all kinds of smartphones [2] . This also includes the way the hardware of the mobile phone interacts with its operating system. To obtain evidences from each of these various technologies different techniques of investigation is required. The most challenging task in the forensic investigation of a mobile phone is the acquisition of volatile data from the mobile phone especially acquiring volatile data located in the volatile memory such as RAM [2] .
It is quite common where in a scene of a crime investigators find a mobile phone which is a new model or is not available in the local market. This situation causes confusion for the investigators on how to proceed with the acquisition process without making any modification to the evidences [3] .
Up to now, there has not been a forensic investigation procedure that covers all kind of mobile phones and they mostly concentrate on specific types of mobile devices. This indicates the need for a new forensic investigation procedure that can support all kinds of mobile phones in order to preserve these valuable data.
This paper is organized in the following manner; the next section describes several approaches proposed for acquiring the volatile data reside in the memory of mobile phones. Afterwards, we describe our suggested acquisition method that includes all types of mobile phones.
II. REVIEW OF RELATED WORKS
At the moment, there is no standard procedure for investigation of mobile devices however several models have been suggested to assist in forensic investigation of these devices. The current approaches propose investigating mobile devices with specific tools such as Paraben Forensic Software that are commonly accepted [1] .
The mobile phone investigation procedure is almost similar to the steps carried out in computer investigation with few differences. Due to these similarities, mobile forensic investigation is performed in the same way as computer forensic. This results in loss of evidences, evidences being tampered and inaccurate evidence collection during evidence acquisition in mobile forensic investigation [2] . One of the major differences between mobile devices and computers is that unlike computers, mobile devices have limited resources and the data in the volatile memory is not preserved. In computers it is possible to acquire the volatile data by removing the power plug and boot the computer from a device in order to collect the preserved volatile data [3] . To be exact, when the operating system of a mobile phone is handling the limited resources, it might remove or close some of the running processes that have lower priority without the user permission. Therefore, acquiring the volatile memory of the mobile phone is the most important step in mobile phone investigation procedure [2] .
The content of the volatile data in the memory keep changing constantly, especially when the mobile device is connected to the mobile network. In order to handle the acquisition of volatile data in memory various researches were performed during the past few years. Willassen [4] came up with some approaches for retrieving the data stored in a volatile memory such as RAM. One of the models Willassen suggested for acquiring the data in the volatile memory is desoldering the mobile phone. In this method, the chip is removed from the Printed Circuit Board (PCB) by heating the PCB to certain temperature and then specific reader defined by the mobile manufacturer can be used to read the chip. The other technique suggested by Willassen [4] is to use JTAG in-system programming in order to tap to the PCB's bus and then tap it to some other devices for extracting the data in the volatile memory [4] .
According to Willassen [4] , not turning off the phone and keeping it turned on all the time also will not help the forensics investigation because the mobile phone is connected to the mobile network which will modify the data in the volatile memory. In the other hand, jamming the mobile's signals and preventing connection to the mobile network also won't make a difference since jamming the signals itself may alter the volatile memory [4] .
In internal acquisition technique [5] , instead of utilizing serial and USB data cable connections to extract the data, a tool that is installed inside the media card and is supported by the phone itself performs the data acquisition from the volatile memory. MIAT (Mobile Internal Acquisition Tool) is the main tool used in this technique which has the ability to perform acquisition from several mobile devices simultaneously within a period of 10 to 15 minutes [5] . The problem with this technique is that during acquisition when the mobile phone is rebooted in the recovery mode and MIAT is running, some of the data and files might be modified [5] . However, these changes are acceptable since other acceptable tools in mobile forensic investigation also make changes to the files and data during acquisition process. In fact, MIAT makes fewer changes to the data in compare to other tools such as Paraben and XRY Forensic software that are usually used.
In comparison, Willassen's [4] technique which was desolder and tap to the bus of the mobile phone's PCB [4] is much better than Me and Distefano's [5] solution which was installing a tool inside the media card [5] . However, each technique has its own difficulties and advantages and most probably the implementation of both techniques is complicated in various seizure environments.
In another research, Irwin and Hunt [6] proposed that the mobile network that the phone is connected to can be used to perform mobile acquisition. This technique can be implemented over Wi-Fi or GSM networks. Their research mainly concentrates on process of data acquisition of windows mobile phones over the mobile network. To carry out this research, they have developed three tools to be used for acquisition process over the mobile network. The first tool is DataGrabber [6] that is installed on a workstation and is connected to the mobile network that mobile phones are connected to. When the mobile phone is connected to the workstation, the DataGrabber uses another tool called ActiveSync which synchronizes the information inside the mobile phones into the workstation to acquire the data from the mobile phone. In order to extract the data from windows mobile phone's PIM (Personal Information Manager). Irwin and Hunt created another tool called CTASms (Contact, Task, Appointment and SMS) [6] . This tool copies the data extracted from PIM and copies them to the same folder inside the workstation where the DataGrabber exists. The last tool developed by Irwin and Hunt is the SDCap (Storage Device Capture) [6] . This tool uses either TCP/IP or UDP/IP protocols to allow investigators to remotely transfer the data associated with the mobile phone over the mobile network from the media card [6] .
CTASms and SDCap are developed in a way which allows them to be executed silently inside the windows mobile phones and are meant to be invisible. However these tools have the ability to transfer data over the mobile phone network but because they work on the mobile phone itself, they still make some changes to the data and make some contamination on the volatile content of the mobile phones. The first disadvantage of using this technique is that CTASms creates three XML files during the process of acquiring the data from the mobile phone's PIM. This solution is somehow similar to Me and Distefano's [5] internal acquisition proposed solution where a tool is located in the media card and then attached to the mobile device in order to acquire the data [5] . The other disadvantage of this solution is the usage of the mobile network for transferring the data to the workstation by SDCap. Using the mobile network is not recommended since any disturbance during the transfer can modify and change the data that is received by the workstation [2] .
There has been a research [7] on acquiring data from IM (Instant Messenger) on iPhone 3G where the two experimented on IMs such as AIM (AOL), Yahoo Messenger and Google Talk. AIM and Yahoo Messenger are client based IMs which require the user to install a client on the mobile device but Google Talk can be executed through built in browser and does not need any client installation. During the experiment, they have developed some techniques to retrieve data from the mobile phone's backup data and extract information from the mobile phone, although the data extracted from the backup data might be out of date. With that in mind, the backup data can be forced open and the data inside can be extracted and be used as potential evidence. In their research, they were able to extract some information on both client based IMs including display name, username and password as well as content of the conversation accompanied by the timestamp but they could not retrieve any information from the Google Talk because it uses the web based messaging technique. The only information extracted from Google Talk was the time when a particular user signed in which is found in the history of the browser [7] .
Automated memory acquisition [8] would ease the process of conducting the live memory acquisition and overcomes the difficulties existing in mobile forensics procedure since the data in the mobile phone memory is volatile and is not preserved for a long period of time due to mobile phone's limited resources. Thing et al. [8] carried out an experiment in which an automated script was developed for communicating with an Android smart phone by sending text messages through a certain of period where each response has some interval time. Their research [8] shows that outgoing messages are steadier than the incoming messages. In order to determine the persistency of the incoming and outgoing messages in the Android phone, they carried out this experiment for several times with several interval periods. In their opinion, an automated system must be used for acquiring the live memory of a phone to capture the critical information inside mobile phones such as messages with low persistency. In this way, investigators will be able to preserve more evidences for investigation purposes [8] .
III. PROPOSED SOLUTION
Despite that each mobile phone has its own technology and architectural design, There is a basic structure shared in all of them including having a temporary memory which caches every instruction that the user makes before processing it or terminating the old processes when a new process is instructed by the user.
To overcome all the problems mentioned before in mobile forensics investigation, this paper proposes a new solution for memory acquisition of mobile phones that addresses all the problems and disadvantages of other solutions and provides an appropriate method in order to preserve the volatile data inside the memory of mobile devices from being contaminated and preserves as much evidences as possible during acquisition process. This solution is designed to include any types of mobile phones such as windows mobile phones, android mobile phones and iPhones.
In order to preserve the volatile data in the memory of mobile phones, this solution reserves part of the mobile phone's internal memory as backup. All the volatile data inside the memory of the device will be stored inside this space that is reserved as backup. This backup is updated in a certain period of time with the volatile data in order to store all the processes that are running on the mobile phone. Even if a process is already terminated due to limited resources of the mobile phones or it already served its purpose and was not required anymore, it still can be found inside the backup folder. In this way, a history of all the processes and information inside the volatile memory of the mobile phone in a certain period of time can be stored to help the investigators during the investigation process.
Since the backup has limited space, clearly some of the processes that are outdated and are not required anymore must be removed from the backup after a certain period of time. When a process is terminated, its data will be kept inside the backup folder for a certain period of time. If the process is executed again by the mobile phone then the backup will be updated with the new information of the process and the old data regarding that process will be erased. If the process is not executed again, then data regarding that process will be kept inside the backup folder and once the system realizes that it is outdated, it will remove it automatically since the investigators usually need to analyze the current processes running on a device and old entries are not required and cannot be used as evidences. Figure 1 . illustrates how this process is carried out: Figure 1 : Procedure of updating the backup folder.
Using this approach allows the device to manage the backup space and at the same time collect the appropriate volatile data. Also to better manage the backup space, the system only stores data such as logs and the data that are considered as evidence to forensic investigators since storing other data is unnecessary and waste of valuable space. The process of storing the volatile data inside the backup folder and updating it is totally invisible to the user and is done automatically without user awareness. The user does not even need to know that such a space exists in the internal memory. The reason for this is because if the user does not know about this backup space, they do not need to worry about managing it and also they won't be able to remove any evidences intentionally. This solution makes the volatile date acquisition process much easier and faster for the investigators and also preserves any evidence contamination or modification to the data during this process.
This approach does not use any external tools for extracting the volatile data from the memory and does not create any extra files on the mobile phone which results in modification of the volatile data. This method also does not use the mobile network or any other network for acquisition purposes which as explained before might make changes to the volatile data.
In this approach, the investigators only need to access the backup folder in order to acquire the volatile data of the mobile phone. This approach can be used in a environmental condition and the scene of the crime does not affect the process of acquisition at all. The only thing required for this approach to be implementable is that all the mobile phone manufacturers must include this backup space in the internal memory of their products.
IV. CONCLUSION
In this paper, several approaches for acquiring the volatile data inside a memory of a mobile phone have been reviewed. However, all the existing approaches have some flaws where in some of them there is chance that volatile data is lost and the other ones create some extra files that contaminates the data and might remove some of the important data in the memory. A new approach has been proposed for volatile data acquisition where a backup of data inside the volatile data is stored inside of folder in the internal memory of the phone. This backup preserves any changes made to the volatile data and makes the acquisition process much easier for the investigators.
In the future, it is necessary to find a way for securing the backup folder in the internal memory in order to preserve any breaches in case a user finds out a way to access it. Also, since the user is not aware of the existence of the backup folder, some research must be carried out on the privacy issues of this method for the use of extracted evidences in the legal procedures.
